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OVERVIEW of NETWORK LAYER
* Responsivle for ond
Trangporis seament frowy Sender +o receiver
- encapsulates cc.&men\-s into damamms, passes to linkc
\abe.r

- de\ivers szﬁmevﬂ' Yo Avowepert layer

. Da*u%mm seny Prom Sender fo veceiver \o\o muﬂv\ﬁ +hro%h
rourers Ond  end Sysenne

* Multiple pathc from Host £ +o Host 2 : decisims taren at
netwaork layer

Rowter eyamines wheader of packet omd forwards i

\? oddvesses assigned to interfaces, wot devices

y AN} A}
convce onvce
AN } y A}
destinahon destinabion

Po&h 1 Pa’«v\ 1



tadh vouter hac T pords: input € ouwtput (additional perts
faroug  exrernal interfoces)

. Forwardiv\a-. tawnsfer packet  from one port to  another pork

«  Routery aenem\\% have wore +han L purts Xwerefore fovwara\hn
requ'(red

Recall: hardware ol experimeny
. Fomardiv\ﬁ funthm  wses only ('mrwqrdina fovle, no a\ﬂoriw\m

Routi a\@eﬂ*hms wied for roudm% (tables connot be wsed
for \arae netwerks)

local forwardi
o tavle Mo

header |ouwtput link
0l00 3
olol 2
01\ \

[
[ Jom] |~
3

connection setuf

© Sowe avdnfectures: KTM, frame velay, X.3S regquire handshaking

© TOwrert a\ohﬂ onogen ?o\w\ wandthoke With toUn otver; Set up
stoke



«  network lmoera tonnechiny  between end  devices 3fQ$POV\$ihi“+3
of routers

Nansyoﬂ— layyer: connechon between Procestes meo

Service Mode!

* Defawlt for internet: begt-effort service wiodel

* No guarantee in fimeframe, no guaranteed ader,g«amnieed
data  delivery, quaranteed bandwidth in lest- effort  tecvice

o succeseful olelivery of dotoaram

no guaran\-u on: ((:3 hom\
K

W oandwidth

Quality of Service (QoS) Guarantees ?
Network Service Y ( )

Architecture Model Bandwidth Loss Order Timing
Internet best effort Z none no no no
ATM Constant Bit Rate Constant rate yes yes yes
ATM Available Bit Rate Guaranteed min no yes no
Internet Intserv Guaranteed yes yes yes yes
(RFC 1633)

Internet Diffserv (RFC 2475) possible possibly possibly no



ROUTER

High level Overview
“four rouker components
I rowker input- porks
2. vouter outpwt povte
3. \%\f\ Speed m‘wm’mﬁ folric: nnedts P pori 4 ofp podc
k. roveciv\a Proessay = execkes rowking protowls, fille forwarding tale

wpY of forwarding talole routing, management
b _ routing control plane (§9ﬂware) rbw\i
processor operates in millisecond
_____________________________________________________________________________ time frame
e forwarding data
—IE > DLE}» plane (hardware)
—— operates in .
® ® nanosecond ‘eGTVUA’YdU\a
® high-speed ® timeframe
) switching °
® fabric °
— ] 1
— 1 =3
router input ports router output ports

— INPUT PORT QUEUEING

" J€ packets come ' ot o speed premter Haen router't fabric, queuing
will occur

* If swivch folric Slower +han input posts  owbined, input Plﬂ' q,ueuina
ocLwurs

Hexd of the Line Blocking:
HoL b\oddv\a — o\a‘hxﬁmm
ot wead of queue blos
Cyreen blotked by red)

“F
it

b\ot,\!.ir\a

ufuti




——OUTPUT PORT QUEUEING

Sw\¥th

foloric

>

e

Vedutie

—_—

link \oﬂer

?ro{-oco\

Gend)

line

termination &

- Dokagroms arrive from fabric facker twan link dansmissim mte -
buffering (o[p)

loss

* Scheduli

discipline chooses am
trantwiciion (ea-. Yﬁm‘i-\'ﬂ SLKEAM\IV\O)

Bullfer N\ar\aaemen‘r

Absivachim: gueue

packet ‘

arrival

© tad) dro? - a\roy accivi

queue

(wovh 1) ores)

()
N

link
(sevver)

packet

Y

Drop poliup- what ola’raamwxs to dvop & no free buffers; data

my quened datograms for

packet
D\QPA(' ule

?rimi’r“ drop - drop bated PrioYi’r&

whidh packets Yo marck o siavm\ tonpeeion  (ECN, RED)



INTERNET 1ROTOCOL CIP)

* Pvk — 22 bits
0.0.0.9 fo aS(.aSS. ACS. AsS

* 1Pvb

. I\Mre::ina specified for intecfaces, not Adevicer.

transport layer: TCP, UDP
IP protocol
] Path-selection ﬁ dp f
algorithms: * ;;agmfn R
3 i . ® gacressing
network implemented in £ rdin = packet handling conventions
|ayer * routing protocols oI
(OSPF, BGP) _table ICMP protocol
* SDN contraller * error reporting
* router “signaling”

link layer

physical layer

14 Dado&mm tomat

IP protocol version

number total datagram
header length length (bytes)
. ” (bytes) ] for
ype” of data =" 46_bit identifier —ige] = fragmentation/
max number__[ time to | upper heades_re reassembly
remaining hops | live // layer checksum

(decremented at

each router) 32 bit source |IP address

upper layer protocol/ 32 bit destination IP address
to deliver payload to

options (if any)

e.g. timestamp,

data
(variable length,
typically a TCP
or UDP segment)

record route
taken, specify
list of routers
to visit.




1P Fragmentodiomn

Network links — MTU (moax  tanefer $i2€)
Link -level frame

Larae do:lnamm divided (‘fm&men’m\)
* One datogrom —> several dotoarawat
Reassembled atr final dettinarign Chost) | vot fouters

length |ID | fragflag | offset m

example: =4000 [=x =0 =0

» 4000 byte datagram
MTU = 1500 bytes

one large datagram becomes
several smaller datagrams

1480 bytes in length |ID [fragflag | offset
data field =1500 |=x =1 =0
offset = length | ID fraqﬂaq offset
1480/8 =1500 [=x = =185
length (ID fragﬂ offset

=1060 | = =370

\s \ast va%mevx\’

-\ ‘D}j’fﬁ header

Q: An \P Rouwter with MTU= 200 bptes, If patker s = S20 bytes, header
30 byes. Fm&men\- S12e=?
180 not
a0 176 /‘*“"“5 a0 176 80 148

ofset ) 22 Ly
M¢ { ( 0



8: How will 4we dafagram be 'Fra&w\ew\ed?

— da-fa&mm

R\
A
P‘ @

R Ro
100 MTU
n _@ 200 MTU @0 W 2

R

200 MTU /\\oo MmTuU 2

300-20 = 2%,

divisible bn 8/

280 offse) = ©
280 | offgex = 25
A0 | ofeser = 70
160 | offset = 109
q
need not

be div by R

@&

I00-20= 80, div by &

80

&0

o

uo

offset =0
offset = 0
offset = Qo

offser =30

|

offeats
gkl in ovdler



[Pyl  Addvessing

1Pyl Address - 22 bir unique (D
% ocrete Sseparated by dois

223.1.1.1
g— 223124 | b
o
223112 q
T — 223.1.1.4 223.1.28 aA3-1.1. )
B
/ z 8 = oI\l 0000000 |
‘\2;’1 by 2234.'3.27 B $23 '
el I 223127 00DOOOO] 0000000 |
1 )
IR [ 223.1.32
-

* 1P oddrecs g wnigwe Yo zvera inrerfoce
* TetecCoce: comneetion betweon hosk|router and physial link

Q: (onvery 4o decimal 1P Addrecs

§) \ooooool 000001}  PooOoIOI) Lot
129 u u a9
i\ \lbo 000} lwoo DO 000(lor)  W\\ (L

a2 13( 7 ass



Q. Convery 4o lail\arj

0y W.Sb.Y4$.78
Onoltll oollloop ©O|OIllOol Oloollld

@y 21).34y.7-82

(lol Uol Ooloool\o 00000 ||) 0|0} 0010

INTERFACE (ONNECTION

* Interfoces  connectred H\rouG\n wireg ut'mb swirdnes  twired)

© Swikdh intectovnettion  between  end  devices  awnd router

Akl

Sub-networks created when o vouter W« '°3“““3 vewmoved
from o network

* Device interfaces taar tan  pngically veadh eadn Otner without
pa\s(na Wra\tﬁk o vouter

223119
w
%_' 2231 Al_g—
275102 f .
. ﬁ‘@iﬁ' nerwork Lowveiste of
‘g—. 223127 | 5 2 tubnets

11.3 ™
L 3 22312

3.1.31 223132

|22 ‘F‘
E B



Shrwttare of P Address

¢ Subnet part: devite {n same Subnetr have (ommown hia\ner
ovder bite

Host part: remami% lower ovder ‘oirs
« Subnet \De (networe 1D

* MM — 2% Wiy — Subnet wmasw: /ay

aetwoeck oL
223.1.1.0/24 newor
223.1.2.0/24

223.1.3.0/24
—_—

Networie

ADDRESSING

(Pvik



CLASSFUL ADDRESSIN G

Class A, Class B, ClagsC

Network  poction 8 — clats A C/¢)
Netwerk portien 16 — close®  C/16)
Network  portion a4 - cdagge € (/ah)
Mulficast dass D
broad cagt class €

« & opddresses  veserved (137-0.0 - network  addrese
ond broodcagt oddress)

Mosts Lt ¢ = a%-2 =asy 1 foo swal)

Hosts clacs @ -1 = bS Y i too lavae
Hostkt class A = a*™-1 = b9y

UL LY

-+ Ulagtful addressing , twerefore, olmott obsolete and
clasglecs wsed

Tdentifuing  Clage from  Firey Buyte
A" \‘ \"4

First Second Third Fourth

byte byte byte byte
wsn[0 I I /g
cisse [0 ] /e
amssc [0 ][] /a4
amsso [0 [ ]
amse [ )]

Hnara mpresen’ra:{ion



clags A

dags B

class C

clags D

cass £

First Second  Third Fourth
byte byte byte byte .
Class A I 0-127 ” ” H ] asS\am\o\e
Class B |128-191|| H H I
Class C [192-223]| (| | |
Class D [224-239] | | |
Class E [240-255] | [| | |
decimal  vepresentation
o | networy host
% bik 6 \boit
0 network Whost
A\ lak 8 bit
tltlo nexwot e hosk
28 it
(lilo hosy
28 bt

IERE Whost

:1-126



CLASSLESS ADDRESSING

* N0 vestrickion on Su\one-\’dnb
« CIDR- Classiecs Iwter Domain Rou’rir\g “eider”

format » O.b.c.d/x where xz no.of bits in subner portion
of address

8: An organization is granted the block
214.17.160.0/24. The administrator wants to
create 8 subnets.

a. Find the subnet mask.

b. Find the number of addresses in each subnet.
c. Find the last addresses in first subnet.

d. Find the first addresses in last subnet.

Pl postible  oddvestes must fall in Q\4-17.160.0/24

@ Musk be divided into 8 tubwnets
loa,‘& =3 addifimal Wik req

Losubngt wmatk = /a7

(6) No.of host bitt = 32-271=5 = no.of addresces = 5\5—- 32
no. of attignable oddcecseS = 32-2 = 30 (hosts)

© lask oddress W firgr fwenet = Al4.1.160.000 111),
A Y- \.1p0. 3)

AL (1-160. (1 ©0000),
atlu-17. 160.22Yy

OO Firek oddress i \agy  suwbnet

a e v



8: Find e s of the (—‘o“owir\ﬁ \P  oddresges

C) 208 34 .54.12 ¢ (ar-213)
(i) a38.34.2. | D (224 -239)
NNy .34.1.9 A (0-127)

B, Find network 1D and Wostk ID

O NG2%.2.9  dass A /B er 1D Nk host 1D 34.2.%
() 1%2.56.8.6 Ulaes B /lb et (D\LV2ET hott ID: §&-6
(111922235, 4.\ Llase € /28 ok 1D:222.25.4  host 1D |

8:Ino bWotk of oddresses, (P address of one host ‘w
2S.34-12-6 /tb . Wt are  the firg S last  oddvestes

in this  \ock?
AS-3% 0.0 —> 2S.34.25S .A5¥

ficskr oddvess = 26 .34.12.56 AL mask

lacy addrete = 25.34.1A-5b |) ~masw

Q: An egonitofion 6 grawted dhe Motk 16.0.0.0/¢ . The
oadmin  wanks Yo Ureate S0o fired \ev\aw\ Subwets.
4y €ind  swbnet waatk
GO fnd 0. of oaddretses w Subnet eadn
G Eind sk § lask oddresses v subnet 8
AV Fnd  ficsk g (st oddresses ‘v Submet 500



addifional biig = [le,500]'— 9

(1) subned tas = a+€ =17

32-17
Gh no- of addresses/ subnes

(V) suongy 1 = 1b.0000 00V0O. ©DO000000 . 6O00000D
-

ficek oaddr = \b. 0.0.0

sy oddv = (b-O. DLW, &SS
= 1b.0.127.25S
(V) Subnet S12 = |b. VL[] (1] .| ©000000 . ©O00000D
g _J
Soo=s1-\) = vyt vy [ 2= lolD
- |0l O
Iy r lolo I
firsk = 16.255.12%.0
lash 2

= b.&5S. as<.as¢



DHCP
* Application lager protocol , not netwevie layer
Dygnamic  Host  Configuradion  Protocol

. D\dmmim\\ ovaing P address from netwovk Server wWhen
o so'ms netwsr

* Allows reuse of addretses, suppivk for wiobile utevt who
i\o'm) leave netwovw

Host entering nefwerk broodcasts  DHCP distover westope
* DHCP Server (n nefwork vetponds wirh DHCP offer wmessage
* otk requests P oddress: DHCP request wetage

* DHCP Sevrver Sends P oddvess: DHCP ack metSane

223.1.1.0/24 ?g’nfi;
_ v-( 228.1.1.1 & 234,21
‘{223.1.1.2 P arriving DHCP
= 223104 223:1.2:9 : /' client needs

Lj_ —@— f address in this
! 122 \w
113 2disy B _g‘ network

223.1.2.0/24
223,1.3.1 l |223.1.3.2
S
——

223.1.3.0/24



PROTOCOL
DHCP
broadeast  standavd
DHCP server: 223.1.2.5  DHCP discover } /?‘SY*S arriving

client
untnown 3 grei0000,68 ¥ 0 ¢ -
Lo W’;} dest.; 255.255.255.255,67
\ iaddr: 0.0.0.0 s
transaction ID: 654
" ‘///”D;;ffer '/ > hott ignores
here & your src: 223.1.2.5, 67 A all other

1] 0
\P ao\% dest: 255.255.255.255, 68 romeoeh on
yiaddrr: 223.1.2.4 \D¢

transaction ID: 654

lifetime: 3600 secs —
not ‘ge‘\' DHCP request
e
pee ’['sre: 0.0.0.0, 68 oucept
dest:: 255.255.255.255, 67 er

ol ——"T viaddrr: 223.1.2.4 it
need o transaction ID: 655 new \D Wiple Servers)
o roadcaﬂ— «— lifetime: 3600 secs mulnp s

Otknowleds, — DHCPACK

src: 223.1.2.5, 67

dest: 255.255.255.255, 68
yiaddrr: 223.1.2.4 —
transaction ID: 655
lifetime: 3600 secs

* host can cenew l\ense

o vetum oddress of firck-hop router, name § \¢ address of
DNS servef, werwork wosk

- \CANN for 1SR



L;Mé@rg

DHCP
[ [DHcP] UDP
[ [Drce]

[ i Tonce]

= 1681
WOESE | UDP =
| m P —
HreEEzE l| Eth router with DHCP
Phy server built into
router

ICMP  PROTOCOL

© Twnremet (ovwro) Mescoge Protoco)

lmmuniate condvol messages Unetwurk layer inform ation)
between hotkk anmd  voutere

Netwerk  lager protow)
Typically wsed for ervor rqw(-ﬁng

© hedhitecturally tliec aloove 1P and bolow  drangpert ) ot
often contidered +to be o part of 1P

- f o\a\+AﬁraW\$ wnfain (CMmP Mgy



1

Tcace conte

(ode

Type Code description

echo reply (ping)

dest. network unreachable
dest host unreachable
dest protocol unreachable
dest port unreachable
dest network unknown
dest host unknown

source quench (congestion
control - not used)

echo request (ping)

route advertisement
router discovery

TTL expired

bad IP header

AP WWWWWWO
ONOWN-~0O0

10
11
12

(e o e P o M =

* UAiliXies — 4vaceroutre g pingy

\LMP dest unreach

1CMPTTL exceed

\CMP TTL exceed

|C“P TrLexceed (LMP T exceed
S
TTL" TTL’-Z TrL=3 TiL= Yy

—

M=y £33

Rowter2 Rowter Routerl DST



NAT- Nexwork Addvess Translahiom

* Entire local netwWork covnected 4o the outside world with a
s'me}e \P oddvegs

Internally, possecses  local addresses fwok are  unigue only
within \otal network lour not  unlgue over wulkipe networks

* NAT TranteHon table feom WAN side oddr +o LAN Side

oddress
sexrvey

0.0.0-\

10.0.0.9 192.168.1% -S|
‘\ @ J
10.0.0.3 /
NAT enabled
voutrer
10.0.0.¢
NAT Translation

Tolle : R00.]129.16.3
POH' numbers



* Tronslokes LAN side oddvesses to whAN side oddvetset oand
WAN ade oddrestes o LAN side addvessec

NAT translation table
. : 1: host 10.0.0.1
2: NAT router WAN side addr _ |LAN side addr ey
sends datagram to
changes datagram
source addr from 138.76.29.7, 5001 |10.0.0.1, 3345 128.119.40.186, 80
10.0.0.1, 3345 to = s

138.76.29.7, 5001,
updates table

S: 10.0.0.1, 3345
D: 128.119.40.186, 80

10.0.0.1
®
—

A0 | S:138.76.29.7, 5001 {
@ 1
J

\ %/ | D: 128.119.40.186, 80 10.0.0.4
4 _g 10.0.0.2
2 i
138.76.29.7 E’ S: 128.119.40.186,80 |( 4"
C’ S:128.119.40.186, 80 | /7 pD: 10.0.0-1, 3345 e
, D:138.76.29.7, 5001 ‘<§)‘ 4: NAT router _g 10.0.0.3
3: reply arrives changes datagram '
138.76.29.7, 5001 138.76.29.7, 5001 to 10.0.0.1, 3345

* M networt \ayef, ope.m-h‘n@ on povt numbere (violates layered
?oli%’)

Transport & application logers ot end sysrems only

Vst router addvess 5 violokes Wost-Yo-Wost ommunicahon
Q< wotre are widden

+ (ontyoversiol



1Pv6 Aoldresc'\n%

32 . ,
© & — oddrestes P4 — insufficient spoce

taimg ¥t address space  will never get o\ep\e{—co\

12€ biks \P addvesec — a'** oddresges =2%x 1Pyl

oddress spoce
According 4o textloook, no. of graing of fand & of the ovder
O’F a\'l-e

¢ \Pvl: 12.124.203. 142 — & o\O’r—sepamm\ decimal wo.s

1Pve: g Lo(on—separa\—u\ hexadecimal nos

+ Most of the nddress Space unused; many 2er0es i address

FDEC: 0000 :0000-0000:0000: BBEF :0000: FFFF
l COVnP(QSSed

FDEC: 0: O - O: 0: BBFF:0: FFFF
J/uvo tomprested

FDEC i : BRFF: O: PFFF

all vemaing bite 2evo0

double-colon can e
used only once



Note:

D Address of yuek doude wlon — i is valid
28 bifs 0)

9 leading zevoes n be discacded

EDEC - 00Q8: 7600: 022] : OABP

!

¢DEC: 48 - 7600 : 32] : ABD ::
3 Only one double tolon per Pve address allowed
FDEC :0:0:0: ABLD:0:0:0
J/ any ohe wn e ompressed
FDEC - ABCD:0:0:0

MIXED REPRESENTATION

\Pvy  oddvecses aprmeo\ as (\Pvb addvess with lendir\8
zevoes

* /60 (prefix) — CIDR Oddvess

Q. Show the unabbreviated colon hex notation for
the following IPv6 addresses:
a. An address with 64 0s followed by 64 1s.
b. An address with 128 0s.
c. An address with 128 1s.
d. An address with 128 alternative 1ls and 0s.



0000 : DODD : DDOD:0000: FFFF-FFEF:. FELF:FFFE

0000 : DOOOD : DOOD : OOOO : D000 : DOOO : DOOD : COOO
FPFPF - FEEF: FEFF-FFFE CFPF-FFFEF: FFLF FFFF

APRA: AARKA: APRA: ARRKA: ARRA: ARRRA: ARRA: AARK

i et

A. Unicast

normal P oddress - \nos%/roud-er

/_\
Ha Hg

one-to-one

/\ He
> & distributes

Ma He o group

Q. hr\tﬁca st

Send to one H
Whost in proup

3. MuMiasy
. broadcasﬂr\a & nok tere in (PV6 — wastage
* only mulhcadia
broodca ting n" very special cases

/\Hg
M~

One—h-mama



ADDRESS SPACE

I. Unicast

* Ficgk 2 bits — 001 S 0010 o 00 ficsr sechen
bite (?reﬁx oo)) fo¢ Global Unicast

* Tn hexadecimal — 2 or 3

. Sko\ood ?ubh‘c \P, pre\cix: /3
00lo or 001)
+ One-one Communication between hosks W the internet

Addcess block: 3 bids reserved, 125 available 5 2"
oddresses v blok

Global routing prefix [Swbnet identifier [ Interface identifier

€ N D € (1% > € 9 =
43 L bl

* Only recommendation, not rule

lobal Kouhr\a Peefix  (GRPD

4<
© 3 bite reserved 45 free (2 valued

© Emon of the 2T address blocks provided +o 18P
© Ovne block for one oavganisation



Global routing prefix |Subnet identifier [ Interface identifier

& N > € (%Y 2 € 9 =
us (b bl

Subnet  Tdenhfier

+ Per orpaniCahon, 2'® subnete
* No Swbnett) all 2evoes

Global routing prefix |Subnet identifier | Intexface identifier

€ n S € 1% > € 9 =
] 6 bl

Tnrerface Tdenhifier

&bt hosts per subnet

Global routing prefix [Subnet identifier | Interface identifier

€ n > € (1% 2 € 9 =
us (b 6}

© private (P, not public (L)

© Prefix: /7 (l uo FC o €D)



© Link Lotal Addcess

prefix: /10 (1l \ho lo — FES /Fe‘l/ FeA|fer)

- MulHcast

© FF00/8 o prefix QI UM ool oD
+ FF00:: /8

3. Anycast
© lontact most  reachalble hott-in group

Table 26.1 Prefixes for IPv6 Addresses

Block Prefix CIDR Block Assignment Fraction

1| 0000 0000 0000::/8 Reseryed (IPv4 compatible) | 1/256
0000 0001 0100::/8 Reserved 1/256
0000 001 0200::/7 Reserved 1/128
0000 01 0400::/6 Reserved 1/64
0000 1 0800::/5 Reserved 1/32
0001 1000::/4 Reserved 1/16

2 001 2000::/3 Global unicast 1/8

3 010 4000::/3 Reserved 1/8

4 011 6000::/3 Reserved 1/8

5 100 8000::/3 Reserved 1/8

6 101 A00O::/3 Reserved 1/8

7 110 C000::/3 Reserved 1/8

8 1110 EOO0::/4 Reserved 1/16
11110 FOO00::/5 Reserved 1/32
111110 F800::/6 Reserved 1/64
1111 110 FCO0::/7 Unique local unicast 1/128
111111100 FEO00::/9 Reserved 1/512
111110 10 FE80::/10 Link local addresses 1/1024
11111110 11 FECO0::/10 Reserved 1/1024
|[SEENERES FFO00::/8 Multicast addresses 1/256




Address S?ace Alloation

Address space = 2128 addresses
1/8 1/8 1/8 1/8 1/8 1/8 1/8

&,‘,?cb;s‘, Reserved | Reserved Reserved | Reserved | Reserved 'i‘i:“,'h}lf‘(’{

E\ ~ & W Hﬁjm‘

A B CD E N
A: 1/256 IPv4 Compatible D: 1/64 Reserved G: 1/16 Reserved K: 1/512 Reserved
B: 1/256 Reserverd E: 1/32 Reserved H: 1/32 Reserved L: 1/1024 Link Local
G: 1/128 Reserved F: 1/16 Reserved |: 1/64 Reserved M: 1/256 Reserved

J: 17128 Unique Local Unicast N: 1/256 Multicast

IPv6 Datagram Fofmat

40 bytes Up to 65,535 bytes

A
Y
A

I
I
Payload I

Extension headers
(optional) Data packet from upper layer

Bose Heoder

32 bits = 4 bytes ,
4 12 16 24 31
VER | Traffic Class Flow label

i |
bﬂ“ Payload length Next header Hop limit

[ Source address
L. (128 hits = 16 bytes)

o

32 %\-es
= Destination address
r (128 bits = 16 bytes)




* VER: version of P fov rourer 4o procese headeyr
UPvl and \Pve)

* Troffic dags: ke type of serviee field n \Pvh (way Hwd

dora ‘wn o\afaomm Wt 1o be handled — yriwi&&) speed
et)

(]

Flow \abel: not wm \Pvl —Ia\oe\lina of Flow of packets if
has ¥0 be tantferred over same link [ specific link (eq: audio
S’(re,a.m‘ms)

- Real Time Tramys(-r Protocol- RTP

= Resourse Recervarion Protoco| — RSVE : resevve link —
beyond capacity of P prototol — wovks o \P layer
with add hmal Nk\'\MYihd

pose weoder: fixed a¥r %O b@-e&

extension

base header headers Coph)

&

» L
r 4l

4o bﬁ-\'es oPhonal

* Next header: next weader info

Table 27.1 Next Header Codes

Code Next Header Code Next Header
0 Hop-by-hop option 44 Fragmentation
2 ICMP 50 Encrypted security payload
(Pvl m TCP 51 | Authentication
also (<l W UDP . 59) | Null .(N(? next h‘eader)
43 Source routing (60) Y Destination option

pagload containg wo header



* Hop limit - lite TTL in \Pvk  (G-bit hop limit)

Extended Header

d VER Traffic Class Flow label
Payload length /_" Next header Hop limit Base

/ Source address Header

71T

" Destination address |
E Nlext header Header length
/
g Next header Header length
//
l/ Extension
. Header
l—' Next header Header length

Travsition from 1Pv4 4o (Pub

* Ml routert cannot be uppraded simu\i-uv\eousho
* No flog day — intermet down day

Trontition Sm&e&i es

[ Dual Stack
2. Tunnellin
3. Header Trawglation



L Dual S$tack

TR vouter capable of \Ovb communication, cowker sends (Pvb
da’ra“mw\(

* If only Pvk enabled voutel entounrered , 1Pul  Lommuniaion
ocuy's

* AN \Pvb enabled devices mutt be capade of 1PVl comwm unication
unhl complere  trantition oCture

* Tf DN& server veturns \Pvh oddress, [Pvi tommunitation and
i€ 1Pve oddress returned ) (Pvb communimtion

2 Tuhnel\ir\ta
\Pvb dox‘ra@mm Carcied oOS payood of vy datapcam

- tnptulation fokes Hme

IPv4 header fields IPv6 header fields
IPv4 source, dest addr |PV6 source dest addr

\

\ \ UDP/TCF payload _—
\ -

IPv4 payload

I |
+— |Pv6 datagram——*

+—— |Pv4 datagram———>

Yeceives |1Pvy converts
Pmakoad 4o PV

_\ 12 %

1Pv6 /vl 1Pv 6

PVl networe



LoGICAL DIAGORAM

A B IPv4 tlt;gngl E F
= === connecting IPv6 routers sz e~
=== == =<
IPv6  IPv6Iv4 N » IPv6iva  IPV6
- .. . IPv6datagram |
IPv4 datagram tunneling: IPv6 datagram as payload in a IPv4 datagram

Tuvmellmg ~ Logyi cal i( Phtagiml

A B IPv4 tunnel E F
- — connecting IPv6 routers < - - -

logical view: ' o
IPv6 IPv6/v4 IPv6/v4 |Pv6
A B
physical view: ===} {="% = . :
IPvG |Pv6/v4 |Pv4 |Pv4 IPv6/v4 PV6
X X
sre. sre: A
dest, dest;
Note source data data
and destination
addresses! I
ﬁ'g?;g ¥ B-to-C: B-to-C: B-to-C: E{g:,-g'

IPv6 inside IPv6 inside |Pv6 inside
IPv4 IPv4 IPv4



Resevved & Assigned Addvetses

Unspecified address in 1Pve s /128 — reserved
and showld not e wsed o< destinatim

8 bitre RO biks
00000000 Al o's
prefix suffix

Loopback  addvess ::\/I?.% -never used as  degkination

8 b 0 loits

00000000 000000 . .. .. ... . . .000]

twmbedded (Pvlh  addvess — compatible

CIDR. notation — :./ab
1Pvb = |Pveb _
A bits 22 bits

A\l O's \Pv4 address

Embedded 1Pv4 oddresses - mapped oaddresses

¢ 1Pvb — Pyl

80  biks (o bits 22 bife
Al o' A 2's | I1Pvy addrecs




Private Ao\drecz‘w%'m 1Pvo

Interface identifier — MAC  oddrece

used

EVEbY (direckly mode intevface oddress) e ednernet MAC
(48 bits wsdd, Fill o Wikt with spedfic bus)

+ Embedded as whole or part of intexface identifier Clink level

addrmi:\@

- Sike \evel g \ink \evel

Un‘\q',ue Loea\l Unicat}d Blok

o)
1bits |

40 bits 16 brke bl biAS
(11v110] fandom number|subnet 1|  interface (D
Link local Blotk
10 bits 28 bk lb bidg bl bits
Hutreof au o's Pl 05 |intecace D
Qlobal Unicasr Addrest
Mapping  for  €UI-bY
P 8 bits S 8 hits fié 8 hits ’le 8 bits | 8 bits P 8 hits | 8 bits i‘8bits ,
Eule4 [TTTTTHOM] | | [ [ | | |
Interface [TTTTTHL | | ! | | | |
64 bits J




Mapping fox €Anernet MpC  (4e-bits)

48 bits

A Bbi ,,, Bbi , _BOM B 8Os BB |
Maene [T 1 T I I ]
o ! l . added bits ) '
i{‘f;,‘;’,?ﬁ‘ef. II [TTTTTT T | TITTTTIT TITITTTO | | | |
e ) BT k——w N
€ (47
ay !
n .
e (;;;‘::m”,t.m link. vepresentatten

6: Find the inverface identifier € the physical addvess ™ the
EUl s (F5-A4-23-EF-07-14-T7A-D2),, usma the format  we
defined for ednernet addvestes.

™ bt fcom 0 |
i Olbl'l — il orv /> F7
FIpQ: A3EF: Y : TADL

6: Find the interface identifier € the ednernet physical oddvess
ts (FS-A4-23-14-74-02),, us\’na the fovrmat we defined oy
ethernet  addresses.

™ bik fcom 0 1

(LI Olbl'l —> \lll otu — F7

Afrer & age, FEFE padding



EIAA:DEE-FEIG: TADL
Q. An  Oyoanitarien i &%t\'av\ed Hhe Vo
A000:\ '56'-&474—/42 SWhat 6 e CADR notaren e
e blocks 'n e Rirtk and Second ubwets in Mis
oYe)ow\'\deYQ
Swonet- identifier 1: 0000
Subnet identilier 2 0001,
Blocks: 000 1456 = 24740000/ byt
A000: (4S6 " atrm:oom[ bl
Q. An  OYoanitarion i &%ti&v\ed the Vo
000"\ '56'-&47'1—/49 . Whaat & e IRb addres: of an
nterface in e Hhid  Subner if 4ae (\EEE PV\loSfClll
addvess of the (omputer 'y (FS5-pq-aa-\4-7A-D1), 9
Thid Swbnek —— 2000 145624740002 |64

Intecface identifler — FTAQ: ABFF: FE 14 7ADL

2000 - \4Shb . ATk : 000L: F1AQ : ALFF: FEIL - TAD2



AUTO CON F\ LRATION

* DH(P wan be uged 4o allocate (Pvb oddress +o Wost
Hott can also con(—‘isuwe trse\f — auko com"faum’rion

Host creates Wink \ocal oddvess For  itself
(\ul ‘o 10)

Chede € \ink \ocal oddress 1 unigue

Sende Nelphbour Solititohen message and  voalts foy
nelgwoour odvertsewent message

 TIC W (-'ai\s, DH(P & wused +o LDV\(’isurl oddrese Cas Wnk \oca|
oddrese it wnok unigue)

* Otherwise, nddeess used locally ;, alobal — hott sends router

solicitation westape and i€ vouter precent, returne fouter advertise-
ment w\e:s'age with 3(obm\ unaask ?reF‘.x Q subnet 1D

© Cnavoye \SP — pcefix  wugr chaw()e
- Router wmugr advertise new prefix

Nei?h\oouﬂ wow old prefix, fourer fade hos old
prerix

- Router ollowed +o use ‘otlh prefixes for o while
(probleme with implementation)

+ Solution: updated DNE and KMP protocols



ROVIING ALLORITHMY

Rw%ins taule gets toobig for all P addrecses and dynamic
linke “to manually update

" Dynamic rou’(ina olgorithme  uwpdate vouting tode enries

ntya outonomous Dgnamm Kou\'ir\% .
syckems Protocolg inter autonovmous
N L/ syttewn
- /
Intevigy Qateway Exteriol Gateway
Protocoll C16Ps) Protocolt (EGPs)
A |
Piskance Vector || Link-stare Podh-Veckoy

Routing Protods | | Rouking Feotoals| | g o uking, Protocol

¢\

RIPv\ \GRP

Vo

R\Pv2 EluRP OSpf 1S-1S BGP




Distance Vector ve link State

Primary principle

Learning about
network

Building the routing
table
Advertisement of
updates

Routing loops
Convergence
(stabilization)
Resources

Cost
Scalability

Examples

Distance Vector
Send entire routing table to
its neighbours
Learn about network only
from neighbours
Based on inputs from only
neighbours
Sends periodic updates
every 30-90 seconds —
Broadcasts updates
Vulnerable
Slow

Less CPU power and
memory

RIP, IGRP

Link State
Only provides link state
information
Learn about network from all
routers
Based on complete database
collected from all routers
Use triggered updates, only
when there is a change —
Multicasts updates
Less prone to routing loops
Fast

More CPU power and
memory required

Cost

More than distance vector
More scalable than distance
vector

OSPF, IS-IS



